CIS270
Essentials of Network And Information Security
Section 11968 Fall 09 Syllabus

Instructor:

Ray Esparza

Office:

Business O1-124

Phone:

623-845-3237

E-mail: questions to 

ray.esparza@gcmail.maricopa.edu
OR send assignments to 
esparza.cislabs@gmail.com  
OR post assignments in Blackboard Assignments
Web site:

www.gc.maricopa.edu/business/cis270/ 
COURSE  DESCRIPTION:


In this course, we will take an in-depth look at network security concepts and techniques. We will examine theoretical concepts that make the world of security unique. Also, this course will adopt a practical, hands-on approach when examining networking security techniques. Along with examining different network strategies, this course will explore the advancement of network implementation as well as timeless problem solving strategies.


	Features

	· Maps completely to CompTIA's Security+ exam, with in-depth coverage of all exam objectives. 

· Revised to provide real-world context using "On the Job" stories from the security industry to open each chapter. 

· Updated to cover new networking technologies, including Microsoft Windows XP/Server 2003. 

· Features extensive learning tools, including review questions, hands-on projects, and case projects, which allow students to practice skills as they are learned. 

· Includes CoursePrep test preparation software on CD-ROM to help students practice for exam day. 


Text/Materials:
Security+ Guide to Networking Security Fundamentals, Third Edition 
Mark Ciampa 
ISBN 13: 978-0-619-21566-8 © 2005
ISBN 10: 0-619-21566-6

Lab Manual optional.  
Software:
CD-ROM that accompanies the textbook.

Additional DVD with course materials will be provided at first class meeting.
Teaching Methods:

Exams: Two Quizzes and one Final exam will be given in the semester session. The exams will be closed book/note and will test assigned readings and material discussed in class. Practice exams will be provided prior to the exam day. The final exam will not be comprehensive in nature. However, the instructor reserves the right to retest on material that was not appropriately comprehended. These items will be noted on exam review sheets

Pretest

1  @  10 points
=
   10 points

Midterm Exam
1  @  50 points
=
   50 points

Final Exam
  
1  @  50 points
=
   50 points
Labs

14  @  10 points
=
140 points




  Total
=        250 points

All Final Exams MUST be taken during the last week of class unless an “Incomplete” is previously arranged!
Grading:

89.6- 100%
A      
79.60-   89.5%
B 
69.6 – 79.5%
C      
59.6 – 69.5%
D
0  - 59.5%

F

Course Policies:

Need for Assistance: If you have any condition, such as a physical or learning disability, which will make it difficult for you to carry out the work as I have outlined it, or which will require academic accommodations, please notify me as soon as possible. 

CIS270
Essentials of Network And Information Security
Schedule
Date
Topics
Chapter  
LAB Due
	08/25/09
	Introductions and Course Information 
Pretest in Blackboard
	
	

	08/27/09
	1. Introduction to Security..
	1
	

	09/01/09
	2. System Threats and Risks.
	2
	1

	09/03/09
	In class lab work
	
	

	09/08/09
	3. Protecting Systems.
	3
	2

	09/10/09
	In class lab work
	
	

	09/15/09
	4. Network Vulnerabilities and Attacks.
	4
	3

	09/17/09
	In class lab work
	
	

	09/22/09
	5. Network Defenses.
	5
	4

	09/24/09
	In class lab work
	
	

	09/29/09
	6. Wireless Network Security.
	6
	5

	10/01/09
	In class lab work
	
	

	10/06/09
	7. Access Control Fundamentals.
	7
	6

	10/08/09
	In class lab work
	
	

	10/13/09
	Midterm Exam

8. Authentication.
	8
	7

	10/15/09
	In class lab work
	
	

	10/20/09
	9. Performing Vulnerability Assessments.
	9
	8

	10/22/09
	In class lab work
	
	

	10/27/09
	10. Conducting Audits.
	10
	9

	10/29/09
	In class lab work
	
	

	11/03/09
	11. Basic Cryptography.
	11
	10

	11/05/09
	In class lab work
	
	

	11/10/09
	12. Cryptographic Protocols and Public Key Infrastructure.
	12
	11

	11/12/09
	In class lab work
	
	

	11/17/09
	13. Business Continuity Planning and Procedures. 
	13
	12

	11/19/09
	In class lab work
	
	

	11/24/09
	In class lab work
	
	13

	11/26/09
	Thanksgiving Day Holiday 
	
	

	12/01/09
	14. Policies and Legislation. 
	14
	

	12/03/09
	In class lab work
	
	14 

	12/08/09
	Final exam
	All
	All


Lab How To:

Much of this course can be done with any operating system and an Internet connection.  When you need to install software onto your PC use Windows XP virtual PC.  You may also use VPC to create another disk image for your textbook supplied CDROM to evaluate the tools located on that disk.

Steps:

1.  Read the assigned chapter.
2. Go over the review materials at the end of the chapter.
3. Using your Lab Manual perform the lab assignments in sequence. 
4. If the lab calls for completing a paper then send the paper to me at 

esparza.cislabs@gmail.com
5. If the lab calls for completing a series of steps on the computer, then perform screen prints of the end results of the lab and email to my email account from step 4 above.
6. How to do a screen print:
a. When the lab is completed and before you close out the window you are viewing press the ALT key and then tap the PrnScr or Print Screen or prtsc key depending on your computer keyboard.  This places a copy of the screen you are looking at in the Clipboard buffer, you can then paste it into MS Paint for editing or directly into MS Word or MS Wordpad.  Make sure the document has sufficient information on it to identify you and the lab done to get proper credit:

Your name, Lab 2.3 step 5, Block a USB Drive

Email the Word or Wordpad document to me at esparza.cislabs@gmail.com
b. If you are working on a Virtual PC then you must get the screen print off of the virtual computer.  This can be done by establishing an email connection from the virtual PC to the Internet (you may use IE webmail, or Outlook Express or any other email client you like).  You may otherwise screen print the entire computer desktop to include the virtual PC screen in the desired state and then crop the image down to readable size before sending it to me.
7. Do this for all 14 lab assignments.  If you get stuck do not hesitate to email questions to me. If you cannot get a hold of me promptly then move on to the next lab, I often go out of town on weekends and may not have Internet access for a day or two so move on to the next project when possible to prevent getting too far behind.
The following includes specific lab instructions for each of the 14 labs:
Pre-Lab setup.  If working from home: install Virtual PC software on your Windows XP or Vista based computer.  
Some labs require you to download software from the Internet.  If you can’t find it let me know and I will try to find it and post it on the GCC CIS270 website.  You might also check there first!
Lab instructions.

Please attempt the Review Questions at the end of each chapter right before the Projects which you must do and send to me at esparza.cislabs@gmail.com.  On the screen print you send make sure you put your Name and Project number and ANSWER the question(s) by number in the Projects!  Each lab is worth 10 points.  We will attempt to do each lab in class.
Lab 1 – Project 1.1 screen print step 5 results as in figure 1-6, 

Project 1.2,  email the Excel sheet to me with your name on it and Project 1.2


Project 1.3, email the screen print after step 10 as in figure 1-9.

Project 1.4.  email the screen print after step 10.

Lab 2 – Project 2.1 email the screen print after step 8 as in figure 2-12.


Project 2.2 email the screen print after step 10 as in figure 2-13.

Project 2.3 email the screen print after step 10.

Project 2.4 do this Project but don’t download anything, use the DVD provided in class.

Project 2.5 email the screen print after VMWare workstation is installed.
Lab 3 – Project 3.1 email the screen print after step 2 as in figure 3-16 and also after step 7.


Project 3.2 email the screen print after step 13.

Project 3.3 email the screen print after step 1 and 19.

Project 3.4 email the screen print after step 17.

Project 3.5 email the screen print after step 14 using the Windows Server 2008 image on 


The course DVD.

Project 3.5 email the screen print after step 10.
Lab 4 – Uses the class USB wireless device.


Project 4.1 email the screen print after step 14. 

Project 4.2 email the screen print after step 9.

Project 4.3 email the screen print after step 10.

Project 4.4 email the screen print after step 9.
Lab 5 – Project 5.1 email the screen print after step 10 and 16.

Project 5.2 email the screen print after step 18.

Project 5.3 email the screen print after step 26.

Project 5.4 email the screen print after step 12 and 15.
Lab 6 – Uses the class USB wireless device.


Project 6.1 email the screen print after step 13, even if no connection occurred. .

Project 6.2 email the screen print after step 20.

Project 6.3 email the screen print after step 14 as shown in figure 6-17.
Lab 7 – Project 7.1 email the screen print after step 13.

Project 7.2 email the screen print after step 20. (Keepass is available on the server share under portableapps or Lupo Pen Suite)

Project 7.3 email the screen print after step 22.

Project 7.4 email the screen print after step 17.
Lab 8 – Project 8.1 email the screen print after step 15.

Project 8.2 email the screen print after step 19.

Project 8.3 email the screen print after step 12 but before you close the windows!

Project 8.4 email the screen print after step 10.

Project 8.5 email the screen print after step 10.
Lab 9 – Project 9.1 email the screen print after step 9.

Project 9.2 email the screen print after step 16.

Project 9.3 email the screen print after step 14.
Lab 10 – Project 10.1 email the screen print after step 11.

Project 10.2 email the screen print after step 14 as shown in figure 10-9.

Project 10.3 email the screen print after step 12 as shown in figure 10-10.

Project 10.4 email the screen print after step 15 then answer question 16. 
Lab 11 – Project 11.1 email the screen print after step 13 and answer all questions.

Project 11.2 email the screen print after step 11 and answer all questions.

Project 11.3 email the screen print after step 27 but before you Dismount and then answer the 


questions.

Project 11.4 email the screen print after step 8. 
Lab 12 – Project 12.1 email the screen print after step 15.

Project 12.2 email the screen print after step 12.

Project 12.3 email the screen print after step 23.

Project 12.4 email the screen print after step 10.
Lab 13 – Project 13.1 email the screen print after step 16.

Project 13.2 email the screen print after step 18.

Project 13.3 email the screen print after step 8.

Project 13.4 email the screen print after step 18, select a Virtual Disk.
Lab 14 – Project 14.1 email the screen print after step 18 but before you click Yes to delete the file.

Project 14.2 email the screen print after step 18, do NOT do this lab if you have to pay for the credit report, you may show me parts of your last free one to demonstrate that you have done this before.

Project 14.3 email the screen print after step 7 as shown in figure 14-9.
