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Course:
CIS126BA - UNIX Operating System Level II
Instructor:
C. Ray Esparza
Office:
O1-124
Phone:
623-845-3237
I. Course Description TC "Course Description" \f C \l "1" 
Use of the UNIX operating system:  Advanced concepts, common commands, files and directories, advanced editing, UNIX Shell command lines and information processing. 

II.  Instructional Materials TC "II.  Instructional Materials" \f C \l "1" 
Required Texts: 

Guide to UNIX using Linux, 3rd Edition, by Palmer, Dent, Gaddis, Thomson Course.com
This text is used for CIS126BA Level II and CA Level III UNIX.

Course Guide for UNIX Level II, by C. Ray Esparza (this course guide)

III.  Course Competencies TC "III.  Course Competencies" \f C \l "1" 
Upon completion of this course, you should be able to:

	1. 
	Describe how the UNIX system maintains and handles file systems. 

	2. 
	Execute jobs in batch mode and manage printed output. 

	3. 
	Advanced vi concepts. 

	4. 
	Learn many new and useful UNIX commands. 

	5. 
	Learn advanced UNIX topics.  

	6. 
	Cover Linux installation tasks

	7.
	Cover scripting tasks


IV.  Course Requirements and Procedures TC "IV.  Course Requirements and Procedures" \f C \l "1" 
A.
Assignments and Tests

There are 3 chapters for this course plus a section on System Administration in the course guide.  The chapters plus the special section is divided into 2 Units.  Each unit has several practice exer​cises and assignments plus a test.   There will be a total of 4 assignments and 2 tests to be completed and handed in during your 16 week semester.  For each unit of work, you will receive, in this Course Guide, the following mate​rial:

1.
UNIX lesson:  Each of the sections will have lessons on various UNIX commands and utilities.  They are not totally inclusive of all UNIX commands but will give you more than enough information to become more familiar with advanced UNIX commands and concepts.  

2.
Practice Exercises:  In general, the practice exercises are performed after reading the text material. This Guide will give you extra hints for doing the practice work when the instructor feels it is necessary.

3. Assignments:  Each practice exercise is followed by an assignment.  The 4 (four) assignments use the skills learned in the practice exercises.   If you do not remember how to do something for an assignment, you should review earlier practice exercises and assign​ments.  For each assignment, there is a grading sheet in this Course Guide, immediately following the assignment itself.  You will have one or more printouts for each assignment; you will fill out the grading sheet, and email it as an attachment to cesparza@student.gc.maricopa.edu, must also email any files required to the cesparza@gnix.gc.maricopa.edu email account. Please do NOT send assignments to the resparza@gcmail.maricopa.edu email account, use that account ONLY for questions on the materials or other questions that the instructor needs to answer for you or else for withdrawals.  To keep it easy to remember: use the cesparza accounts for homework and class related papers and the resparza account ONLY for questions.  Remember, the cesparza@student.gc.maricopa.edu account accepts Word or Wordpad attachments but the cesparza@gnix account only accepts text type documents that are created on your UNIX/Linux account and are sent with the following command:


cat  filename  | mail -s “chapter 5” cesparza 
The cat command will print out your completed assignment but the pipe “|” symbol means that the output will be sent as input to the command on the right side of the pipe symbol.  The output will be redirected as input to the mail sent to cesparza as the body of the message, the -s option lists the Subject of the email which should be different for each assignment, the “chapter 5” is just an example, the double quotes are needed only if you have spaces included in the subject line.


Graded work will be returned to your email account, if you do not see your grade appear in Midas within a few days then email me and let me know about it.

 4.
Reviews:  There is one test for each unit, and there is a re​view test for each actual test.  The questions in these review tests are multiple choice.  Review test results will not be printed out, and you will receive no credit for doing them.  However, since the "real" tests will be based on the reviews, you would benefit from taking them.  Reviews may be repeated as many times as you wish.  Directions for doing the reviews are found at the end of each unit.

5.
Tests:  Tests are taken in Midas, there is a practice exam for each actual exam, the practice tests may be taken as often as you like, the actual exam can be taken only once so make sure you enter the correct validation code for each test or practice test.
B.
Where to work TC "Where to work" \f C \l "1" 
1.
Practice exercises can be done on any computer that can access the gnix server over the Internet.  If you have a PC at home which can be used to dial into GCC's computer, you can connect from there to the UNIX system and work at home.  Dialing in from home or work will NOT require installation of a secure shell (using your ISP to connect to gnix WILL require the use of the secure shell software, you can download either Putty or ssh from the www.gc.maricopa.edu/business/cis126aa web site).  You have the option of taking this course on the Glendale campus or else you can do the course entirely from work or home and use your email account from Glendale Community College.  Your GCC and Midas account names are the same as your UNIX account name, the password is also the same.  There will be a section later explaining how to set up your email account from home.
2.
Assignments can be done entirely from home/work or on a networked PC in HTC-1 or HTC-2 on the GCC campus.  If you choose to do your work on campus:  Required printouts will be sent to the line printer in HTC-1, Control East.  Your printouts can be identified by examining the print near the top of the first page, which will have your user ID (ie. jmjones) on it and the name of the file printed.   For those working at home:  please pick up your printouts within two to four hours of sending them to the printer, or wait until you come in to GCC to print the files and pick them up then.  Do not get upset if they have been discarded if left overnight!  Again, you may do all of your work from home or work and not be required to come in and get your printouts, you email them as per paragraph 3. above.
3.
Practice Tests can be taken from any computer that has Internet access to Midas (www.maricopa.edu/midas).  Complete directions for doing the reviews are at the end of each unit.

4.
Tests can be taken from any computer that has Internet access to Midas (www.maricopa.edu/midas).  Complete directions for taking the tests are at the end of each unit.

C.
Attendance, Withdrawal, and Extension Policy TC "Attendance, Withdrawal, and Extension Policy" \f C \l "1" 
This class is offered as an Open-Entry/Open-Exit class.  OE/OE means that you will be expected to spend several hours a week in the GCC High Tech Center (or, for some, at home) working at your own pace on the course material, until you have completed the required work.  You may attend the lab as many hours a week as you wish.  The lab is open a great number of hours on weekdays and weekends.  You are expected to complete the course within 12-16 weeks of your official start date.  This is not a requirement, however.
Do not assume that because you do no work you will be withdrawn from the class.  Once you begin working on the course your instructor will not withdraw you unless you request it.  Requests for with​drawal should be made by filling out a withdrawal slip and either bringing it to your instructor or having it put in his box at Control West, email works best! You may email a request for extension using either Midas mail or any of the instructor’s email addresses.  Extension date changes are reflected in Midas.
In exceptional circumstances, your instructor may allow you more time to complete the course.  This will be done at the instructor's discretion.  Extensions of end date are available only to students who have completed at least the first unit assignments.  

Being “busy” or taking too many other courses is not a valid reason to ask for an extension!
 Students are expected to do their own work, with only occasional help from others.  If your instructor determines that students have collaborated too much, those students will be withdrawn promptly from the course.  Your instructor usually has ‘lab’ hours where he or she is required to be in the HTC pit area to assist students.  These hours are posted in MIDASxe "INFORM", use of MIDAS is covered in a later section.
V.  Grading TC "Grading" \f C \l "1" 
When you have completed the course work, or when your end date has passed (whichever occurs first), your final grade will be computed according to the following scale.  Please note that your final grade is a function of not only what percentage you have achieved on your work, but of how much total work you have done.   For example, to earn an A, a student must do all assignments and take all tests.  There is a maximum of 255 points available.

Grade

Assignments


Tests

Minimum Percent

A


all  4



all 2

90%  
B


all  4



all 2

80%  
C or P

any 3



all 2

70%  
D


any 3



all 2

60%  
F or Z
less than above requirements

VI.  Suggested Work Schedule TC "Suggested Work Schedule" \f C \l "1" 
It is sometimes difficult for OE/OE students to pace themselves and complete the work on time.  The following is a suggested timetable for completion of work.  As you can see, if you start promptly and work steadily, you can complete the work on time. However, this is a recommended schedule, you are not expected to complete at this pace.


Activity




Date

Read Chapter 5



end of Week #2


Review Chapter 5



end of Week #3


Assignment Chapter 5



end of Week #4

Read Chapter 8



end of Week #6

Review Chapter 8



end of Week #7

Assignment Chapter 8



end of Week #8
 Test 1





end of Week #8
 Read Course Material on System Admin
end of Week #10

Review System Admin


end of Week #11
 Assignment System Administration

end of Week #12

Read Chapter 11



end of Week #14
 Assignment Chapter 11


end of Week #15
 Test 2





end of Week #16
NOTE:  Hybrid, web, open-entry/open exit courses all have an “end-date” of June 30, of the current year or following year.  Do NOT confuse this “end-date” with YOUR actual “end-date” as listed on the course page of Midas.

VII.  Orientation TC "Orientation" \f C \l "1" s
Since it is assumed that you have completed the CIS126AA UNIX Level I course there is NO Orientation requirement for this course.  You are free to attend Orientation or view the Orientation PowerPoint presentation available on the www.gc.maricopa.edu/business/cis126aa web site but it is not required and no points are awarded for Orientation.

VIII.  Accessing the GCC UNIX System TC "Accessing the GCC UNIX System" \f C \l "1" 
Section A below is ONLY for students that will be working from a Glendale college campus PC.   Web students may read the information on Palette accounts but use section B below.

You are given a UNIX user ID and password based on your name (ie. Tom A. Jones has userid tajones).  Your UNIX/Linux user ID and Password are the same as your Palette user ID and password!  Write your user ID and password here:

UNIX (Palette) user ID:  _______________   Password:  ______________

There are two major ways to connect to the GCC UNIX system.  The first is through a networked GCC PC, the second is by using your own PC, telephone, and modem or high speed Internet service (cable modem or DSL modem).  

A.
Accessing UNIX from a networked “Palette” PC

1. Choose a networked IBM-compatible PC in HTC-1 (or HTC-2). Your Windows XP userid is the same as your UNIX user id.  For example UNIX user id tajones is userid tajones for a “palette” computer.  If your machine is a “palette” machine, you must first log in to the Windows XP system,  if it is the first time you have logged on the system you will have to change password from your STUDENT ID #.  Your UNIX password will change at the same time.  Both passwords are synchronized between the Palette, Midas, and the UNIX accounts.
2. Now, on the Windows XP screen, go to START, Programs, SSH Secure Shell, Secure Shell Client. 

3. You will now start a program called Secure Shell Client,  and the window will appear similar to below: 
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Click on the Profiles box and select New,
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Next fill the boxes like depicted in the above diagram then press OK, do NOT put the 
<-- information!  That is in there for your information on this diagram only! Name the Profile GNIX or GCC and select it from the Profiles menu each time you log into UNIX.  After selecting it you will get the following dialog box (Internet connections take a while so be patient).  (your first time logged on you will get a question box asking you about security hashes, just select “YES” or “OK”)  Now you will see the following screen:

[image: image3.wmf] 


GNIX Sign-on Password screen.

Once you enter your password you will now be logged onto the gnix Linux system. 

B.  Accessing UNIX from a PC and modem at home, via dialup (or DSL or Cable Modem)

You may be required to download a Secure Shell terminal emulator in order to connect to the gnix system over the Internet or over a modem from your home computer.  You may use any secure shell (ssh) emulator you have or you may download the putty emulator (ssh) or secure shell emulator (ssh) from the following web site:

http://www.gc.maricopa.edu/business/cis126aa
The GCC high Tech Centers use SecureShell, at home you can use either SecureShell or Putty.  Install the software by double-clicking the file, then follow the prompts and then begin the installation.  After installation you will double-click or select SecureShell or putty from the Start/Programs menu whenever you want to connect to the gnix server to do your homework.  Caution!  It takes several minutes to establish the connection so be patient!

Installation instructions for Secure Shell software is in section A above. How to use SecureShell is covered in Section A., above. Installation instructions for Putty are on the above web page where you downloaded the putty software.

If you have installed Linux or Cygwin at home and wish to connect using that then issue the following command:

ssh  youruserid@gnix.gc.maricopa.edu
(replace youruserid with your gnix user id)
When connecting using ssh you must be connected to the Internet through your ISP or other Internet connection.

You may connect using this SecureShell or Putty through any Internet Service Provider (ISP) connection whether you dial in, or connect using a high-speed connection like cable modem or DSL.

NOTE:  Printing using the standard lpr print command will send all print jobs to the CSP1 printer in the GCC HTC-1.  If you are taking this as a Web course you will not need to print, just use the instructions in each module to send the files to me for grading.
C. Accessing UNIX from a PC at work or home that is connected to the Internet.  

You may connect from any computer connected to the Internet (home via your ISP or at work) by using the same instructions in section B above.

VIII.  Using MIDAS TC "Using MIDAS" \f C \l "1" e "INFORM"
Your instructor uses the MIDASxe "INFORM" program to record your scores and calculate your final grade.  The program can also be used as for electronic messages between you and your instructor.  You may log into the MIDAS system from any computer with Internet access.  You simply enter the following URL:  www.maricopa.edu/midas
You are expected to use MIDAS to check on your scores and grades on a regular basis.
A.
Logging in to MIDASxe "INFORM" to see your scores, take tests, and send email to instructor:
1.  You should see the following on the MIDASxe "INFORM" terminal's screen.  If you do not, please check the URL above and try again (make sure you have Internet access):
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Once you see this screen, select the Glendale Community College link, as seen in red lettering above.  You will then see the GCC login screen:
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2.  Enter your Palette or UNIX id.  Your initial password is your student ID number, Do not use hyphens.  Once you log in, go to the Account Information screen and enter a valid email account (like the Palette email account or your other personal email account).

     Then you must go to the Message Cnt screen, click on Preferences and select the button that forwards your Midas email to your regular email account.

NOTE:  You may have to turn off your Pop-Up blockers to get to the Midas screens. Select “Allow all popups from this site”.

3.
If there are any messages for you, you will see them at this point.    

4.
You will next see a screen with all of your courses which are using the MIDASxe "INFORM" system.  Use your mouse to move around the screen to select courses.

5.
You will now see the information about your course, with scores that have been recorded to-date, your start and end dates, etc. 

6.
When you have finished viewing your scores, select the Logout option and close the browser.
B.
Sending a message to your instructor
1.
You may go to the Message Center in Midas to send a message to your instructor.

2.
If you send an important message, such as a request for help or a request for an extension of end date, be sure to check back for a response.  If you use MIDASxe "INFORM" to communicate, your instructor will generally respond in the same way.  This makes it all the more important that you entered a valid email address in step 2 above!! Do not assume the matter has been taken care of until you see a reply!
C. 
Taking Tests.


1.  You may take practice tests and actual tests in Midas.


2.  From the CIS126BA Course Home screen you select to take an exam.  You will be asked for a validation code then asked again for your user id and password.


3.  The validation code for practice tests is practiceX where X is the test number.


4.  The validation code for actual exams is actualtestX where X is the test number.  You can only take the actual test once so don’t “accidently” type in the wrong validation code because you actually can’t “accidently” type in the wrong code!

IX.  Tips for Success in This Course TC "Tips for Success in This Course" \f C \l "1" 
A.
Ask questions if you are confused.  But remember that the Instructional Asso​ciates (Lab Assistants) are just students, too.  They may not know the answer to your question.  If  necessary, contact your instructor in person (his office hours and lab hours will be on your orientation agreement), via MIDASxe "INFORM" (see above), via UNIX mail (covered in CIS126AA), or write him a message and have the message put in his box at Control West.  He will reply to you in the same way you contacted him.  (Answers to hand-written messages will be put into your returned-work folder at Control East.)

B.
Follow the Activity Plan for each unit.  Don't jump around and do exercises out of order.  This will only confuse you and make life more difficult!

C.
Work carefully and steadily.  Students who do not work at a consistent pace will find they must spend extra time reviewing before they can continue.  Treat this as a regularly scheduled course, and set aside some time each week to work on it. 

X. How to set up your Glendale student email account TC "How to set up your Glendale student  email account" \f C \l "1" 
As a registered student of Glendale Community College you are provided with an email account for your personal use.  This account is referred to as your Palette account.  You are required to send your Word or Wordpad Grade Sheets to the instructor’s account.  You may use your own personal email account to send the Grade Sheets if you prefer.  To use the Student email account you must provide the following information.  The instructions below assume you are using Microsoft © Outlook Express.  If you are using another email client then you will need the following information:

User:  your UNIX ID (same as your Palette or Midas account name)

Password:  first time on it will be your Student number (same on Palette or Midas account)

Servers:  incoming AND outgoing servers are   student.gc.maricopa.edu

(Note: You may have to set up your outgoing server as your ISP, for example, on Cox you would enter smtp.west.cox.net).

Type of account:  (IMPORTANT)  imap or IMAP

Sample screens using Outlook Express:

The account properties page should look like this, notice the complete email address is

youruserid@student.gc.maricopa.edu

Outlook Express properties page during setup using the new account wizard:
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The detail of the properties page AFTER setup follows: (also enter your password)
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 The properties pages in Outlook Express after setup completed. If working at home you may want to add your Password to the box on the left, that way it will log you into email automatically when you open Outlook Express.

Your “friendly” user name should be where “C Esparza” is in the Mail Account name box and User Information Name box above.  Your actual UNIX/Midas/Palette userid should be in the Account Name box replacing “your userid” and also your complete email address should be in the E-mail address box where it reads cesparza@student.gc.maricopa.edu in the diagrams above.

This page left blank intentionally

UNIX Level II Introduction TC "UNIX Level II Introduction" \f C \l "1" 
Welcome to the second of three courses in UNIX.  As noted in the first course these courses use Linux as the teaching platform but the principles of UNIX are the same, with the exception of a very few commands which will be noted when covered.  There may be some repetition between the first course and the subsequent courses but a little review may be beneficial to you.  In this course we will begin with this Introduction and then resume using the course text beginning with Chapter 5 and continue with Chapter 8 and finally Chapter 11.  The last course (CIS126CA) will cover programming Chapters 6, 7, 9 and 10.  The first four chapters are an excellent reference to UNIX commands and also cover most of the material from the CIS126AA course, though the text was optional for that course.
Feel free to contact me at any point if you are having difficulties.  Your best bet on contacting me is via Midas email (Do Not send assignments using Midas email).  I check it several times daily and prefer to respond in that manner since it is often difficult to catch me in my office.

Finally, before you begin, there may be typographical errors in the text but the technical accuracy should not come into question. A major area of concern is the use of the Red Hat Fedora Core 2 in the course and the gnix system using Red Hat Enterprise edition operating system.  Where there are inconsistencies between the text and the use of Linux OS they will be pointed out in THIS course guide.  If you are having problems check the appropriate chapters in this Course Guide before you panic and pull all of your hair out!  If it is NOT mentioned in the course guide then let the instructor know of the problem. There are often differences between the various UNIX systems in use, therefore, some of the features written about in the text may not work on our particular system.  I will try to advise you of these features where possible.  If I miss anything then please let me know on the feedback forms that follow each of the sections in this course guide.

The third section is a look at the tasks performed by system administrators and includes basic instructions on how to install the OS that came on the 2 disks that came with the text book.  You will be provided with 2 options for installing Linux on your home computer.  One option includes using a Microsoft Virtual PC installation (recommended) and the other option includes installing on a stand-alone PC (only for the bravest of you). 
Finally, there are no files from previous courses that are needed in this course.  If you have completed CIS126AA and still have those files in your directory then compress them and move them to a new directory or simply delete them.  They will not be needed in this course.

Enjoy!

This page left blank intentionally.

The script command TC "The script command" \f C \l "1" 
If you took the CIS126AA course you are familiar with the script command. You may recall that the script command makes a record of all of your keystrokes, while the command is activated and continues to record all keystrokes until you end the command with a CTRL-D combination or enter the exit command.  

You will be asked to start the command with an appropriate filename at the beginning of your session.  DO NOT ACTIVATE the command until you are ready to do your assignment for the record (for turn-in).  You may practice the assignments as often as you want, just remember to send in the newest or best script output.

EXAMPLE:

script homework.file     < this command starts the recording

    commands …. 
  < these are all of the commands and keystrokes you do for 

     

     the assignment

CTRL d

  < hold the Ctrl key down and tap the letter 'd' to close the

                   Script or enter the word exit to return to your shell
A word of caution, do NOT generate a script file until you are ready to turn it in!!  Many students forget that they are recording a script file and go into their email or go into a lengthy man page session or some other utility that is NOT related to the homework and end up creating a huge script file that is more "junk" than homework.  For this course we are only interested in the homework and NOT interested in all of the other things you do while logged in so make sure you confine your script sessions to the homework.  No script session should be more than a few pages long so if your script printout is an inch thick then please do not turn that in!  Redo it and then turn it in or else edit it and delete the unnecessary information. 

We are now ready to begin!
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 Activity Plan for Unit I TC "Activity Plan for Unit I" \f C \l "1" C "Activity Plan for Unit III" \f C \l "1" 
Directions for completing the following activities will be found in this chapter of this Course Guide:

_____
1.
Read Chapter 5 of Guide to UNIX using Linux, 3rd Edition.
_____
2.
Do Practice Exercise Chapter 5.

_____
3.
Do Assignment Chapter 5.
_____  4.
Read Chapter 8 of Guide to UNIX using Linux, 3rd Edition.
_____
5.
Do Practice Exercise Chapter 8.

_____
6.
Do Assignment Chapter 8.

_____
7.
Use the Practice Test for Unit I to review the material for Test 1.

_____
8.
Use Midas to take Test 1; your grade is posted immediately.

_____
9.
Complete the Evaluation Form for Unit I and email it to me.
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Practice Assignment for Chapter 5 TC "Practice Assignment for Chapter 5" \f C \l "1" 
1. After reading the material for chapter 5 go (I hope you took the time to go over the Review questions too!) to page 232 to begin the Hands-on Projects.

2. Do Project 5-1, please note that the command appears to have a space between the slash and the word etc.  Make sure you do NOT put a space between them.  The command should read :  ls –l /etc   and you will get a long listing of all of the files in the /etc subdirectory.
3. Do Project 5-2.  You may want to try the command with other ls options besides just the  -r just to view the different outputs available.

4. Do Project 5-3.  The output of the first command will scroll off the top of your screen but don’t worry, you will later be asked to pipe it into more.

5. For Project 5-4 you may either create the zoo1 file following the instructions in the text or else copy the file from my directory using this command:

cp ~cesparza/cis126DataFiles/chapter05/zoo1  .    ((the period at the end means this directory, the ~ character is below the esc key on the left side of the top row on your keyboard, also remember UNIX is case sensitive)  Now do an ls and you will see the zoo1 file has copied over to your directory.  You can now skip steps 1 and 2 and continue Project 5-4 with step 3.
6. Do Project 5-5.

7. Do Project 5-6.

8. Do Project 5-7.  You may copy the counters file using the above instructions, just replace the word zoo1 with counters.
9. Do Project 5-8.  Again, you may create the unix_stuff file using vi or else you can copy it from my directory using:

cp ~cesparza/cis126DataFiles/chapter05/unix_stuff  .   
 Now do an ls and you will see the unix_stuff file has copied over to your directory.  You can now skip step 1 and continue Project 5-8 with step 2.

Note:  almost all files can be copied from the appropriate chapter folder from my home directory using the command above; however, some files are so small that it might be easier for you to create them.
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 Assignment for Chapter 5 TC "Assignment for Chapter 5" \f C \l "1" 
The following assignment may be successfully done on any GCC networked IBM-compatible PC, or on a PC at home which is dialed into GC and logged into GNIX.
All of the concepts and commands necessary for completing this assignment were cov​ered in the practice material.  Please review the practice exercise if you have difficulty with any of the following steps.

In this session. you practice the commands discussed in this chapter by creating files and then manipulating files.

1.  Log onto the UNIX system using your userid and password.  

2.  Enter the following command:

script chapter5
( this will create a script file to record your  keystrokes.

This will create a record of all of your keystrokes.  When the lab is completed, exit the scripting mode by using CTRL d or simply enter the word exit then press the enter key.  Then send me your script, instructions will be provided at the end of the exercise.

3. After doing the practice assignment for chapter 5 go to page 241 to begin the Hands-on Projects.

4.  Do Project 5-9, you may either create the more_stuff file following the instructions in the text or else copy the file from my directory using this command:

cp ~cesparza/cis126DataFiles/chapter05/more_stuff  .    ((the period at the end means this directory, the ~ character is below the esc key on the left side of the top row on your keyboard, also remember UNIX is case sensitive)  Now do an ls and you will see the more_stuff file has copied over to your directory.  You can now skip steps 1 and 2 and continue Project 5-9 with step 3.
5.  Do Project 5-10.

6.  Do Project 5-11.  

7.  For Project 5-12 you will definitely want to copy the programmer and project files from my directory or you could type in both files the long way!  That is all there is to do on this project, the real work comes in the next project.
8.  Do Project 5-13.  Here you will use awk to format output for the programmer file, if you forgot about awk commands review page 222 in the text.
9.  Do Project 5-14.  This reviews and strengthens your knowledge of the cut and paste commands you learned in the CIS126AA course.
10.  Do Project 5-15.  This final exercise will bring together most of the commands learned in the chapter into one final set of tasks.
Close the script file you have been creating with a CTRL d or use the exit command, then send the script file to me.
Remember to include only the necessary work in this script file and NOT your email and man page references!

Fill out your Grading sheet on the next page and turn it in to Control East for grading.  Be sure you have attached the file to your Grading Sheet or if on the web go to the CIS126BA web site (www.gc.maricopa.edu/business/cis126ba) and download the grade sheet, complete it in Word or Wordpad and email it to cesparza@student.gc.maricopa.edu, send your completed “script” with the following command:
   cat chapter5  |  mail –s “chapter 5” cesparza

Grading Sheet – Chapter 5 TC "Grading Sheet – Chapter 5" \f C \l "1" 
Name: ___________________________   UNIX User ID: ____________________
Date:  ________________________
       Score: _______________________

Maximum Points:  40
1. Script file created and emailed to cesparza
5 points
__________
2.  Project 5-9 completed.

      

5 points
__________
3.  Project 5-10 completed.

      

5 points
__________

4.  Project 5-11 completed.

      

5 points
__________

5.  Project 5-12 completed.

      

5 points
__________

6.  Project 5-13 completed.

      

5 points
__________

7.  Project 5-14 completed.

      

5 points
__________

8.  Project 5-15 completed.

      

5 points
__________

For student's signature:

I have read all material and completed the practice exercise prior to doing this assignment.

________________________________________ 
If emailed then email signature is OK
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Practice Assignment for Chapter 8 TC "Practice Assignment for Chapter 8" \f C \l "1" 
1. After reading the material for chapter 8 go (I hope you took the time to go over the Review questions too!) to page 408 to begin the Hands-on Projects.

2. Do Project 8-1

3. Skip Projects 8-2 and 8-3.  You do not have access to the floppy drive on the gnix computer so you may practice this command after you download the dslinux files when you do Chapter 11 assignments. 
4. Do Project 8-4.  
5. Do Project 8-5.  This project works better if you use a different directory, ie. /etc or /dev instead of the user’s $HOME directory.
6. Do Project 8-6.

7. Do Project 8-7.  On steps 3-4-5 your top utility will have a different PID to kill.
8. Do Project 8-8.  

These are very simple exercises using commands that will be useful to you when you are running your own Linux system so get used to using them often.
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 Assignment for Chapter 8 TC "Assignment for Chapter 8" \f C \l "1" 
The following assignment may be successfully done on any GCC networked IBM-compatible PC, or on a PC at home which is dialed into GC and logged into GNIX.
All of the concepts and commands necessary for completing this assignment were cov​ered in the practice material.  Please review the practice exercise if you have difficulty with any of the following steps.

In this session. you practice the commands discussed in this chapter by creating files and then manipulating files.

1.  Log onto the UNIX system using your userid and password.  

2.  Enter the following command:

script chapter8
( this will create a script file to record your  keystrokes.

This will create a record of all of your keystrokes.  When the lab is completed, exit the scripting mode by using CTRL d or simply enter the word exit then press the enter key.  Then send me your script, instructions will be provided at the end of the exercise.

3. After doing the practice assignment for chapter 8 go to page 415 to begin the Hands-on Projects.

4.  Do Project 8-9.  Skip step 4, which has you print the topdata and freedata files.
5.  Do Project 8-10.  
6.  Do Project 8-11.  

7.  Do Project 8-12.
8.  Do Project 8-13.
9.  Do Project 8-14. 
Note:  We will skip the groff Project 8-15 because similar commands were introduced in the nroff section of the CIS126AA course already completed.

Close the script file you have been creating with a CTRL d or use the exit command, then send the script file to me.
Remember to include only the necessary work in this script file and NOT your email and man page references!

Fill out your Grading sheet on the next page and turn it in to Control East for grading.  Be sure you have attached the file to your Grading Sheet or if on the web go to the CIS126BA web site (www.gc.maricopa.edu/business/cis126ba) and download the grade sheet, complete it in Word or Wordpad and email it to cesparza@student.gc.maricopa.edu, send your completed “script” with the following command:

   cat chapter8  |  mail –s “chapter 8” cesparza

Grading Sheet – Chapter 8 TC "Grading Sheet – Chapter 8" \f C \l "1" 
Name: ___________________________   UNIX User ID: ____________________

Date:  ________________________
       Score: _______________________

Maximum Points:  35
1. Script file created and emailed to cesparza
5 points
__________

2.  Project 8-9 completed.

      

5 points
__________

3.  Project 8-10 completed.

      

5 points
__________

4.  Project 8-11 completed.

      

5 points
__________

5.  Project 8-12 completed.

      

5 points
__________

6.  Project 8-13 completed.

      

5 points
__________

7.  Project 8-14 completed.

      

5 points
__________

For student's signature:

I have read all material and completed the practice exercise prior to doing this assignment.

________________________________________ 

If emailed then email signature is OK
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Evaluation for Unit I TC "Evaluation for Unit I" \f C \l "1" 
Download the Evaluation sheet for Unit I and email it to cesparza@student.gc.maricopa.edu 

This page intentionally blank

Test  1 TC "Test  1" \f C \l "1" 
1.
Your tests will be taken using Midas.  

2.
Establish an Internet connection by dialing into your ISP or connecting to your DSL or Cable modem connection.

3.  
Log into Midas using Internet Explorer, Netscape, or other browser.

4.  
Select your Course, then Exams.

5.  
After clicking Exams you will be shown a Validation page where you must enter a validation code, your Midas account user id, and Midas password.
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6.
CAREFULLY enter the password for the Exam you wish to take:

a. For Practice Test One use the password:  practice1
      You may take the practice tests as often as you wish.

b. For the Actual Test One use the password:  actualtest1
      You may take the actual test only ONCE.

7.  When finished you may go to your Midas Message Cnt and view the results of your tests, you may also verify that your grade for the test was posted (only actual tests are posted)

Congratulations!  You have completed Unit I!
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Activity Plan for Unit II TC "Activity Plan for Unit II" \f C \l "1" C "Activity Plan for Unit III" \f C \l "1" 
Directions for completing the following activities will be found in this chapter of this Course Guide:

_____
1.
Install Linux from the 2 disks supplied with the course.

Use either option 1, using Microsoft Virtual PC  OR

Install on a computer system at home (experts only)

_____  2.
Read the System Administration portion of this Course Guide.
_____
3.
Do Practice Exercise System Administration.

_____
4.
Do Assignment System Administration.

_____  5.
Read Chapter 11 of Guide to UNIX using Linux, 3rd Edition.
_____
6.
Do Practice Exercise Chapter 11.

_____
7.
Do Assignment Chapter 11.

_____
8.
Use the Practice Test for Unit II to review the material for Test 2.

_____
9.
Use Midas to take Test 2; your grade is posted immediately.

_____
10.
Complete the Evaluation Form for Unit II and email it in.

This page left blank intentionally.

Unit II continued - System Administration TC "Unit II continued - System Administration" \f C \l "1" 

System Administration is a position that is highly sought for UNIX/Linux professionals.  The name of the user that performs system administration on any UNIX or Linux operating system is root.  Along with the prestige for this position comes a lot of trust and responsibility.  To begin with, system administrators, or sys admins, must be highly trusted and in some cases, even bonded.  The reason is that sys admins have access to every single file on a UNIX/Linux system!  They require this access in order to maintain the system and keep it running.  The following is a list of the major responsibilities of the sys admin:

· Installing and maintaining the operating system 

· Monitoring system resources for optimization

· Adding, deleting, modifying user accounts

· Adding, deleting, modifying group accounts

· Installing and maintaining software applications

· Performing backup and restore operations

· Recovering the system in case of system failure or crash

· Securing the system files from unauthorized viewing or copying or modifications

· Securing the system from external influences like hackers, crackers, and viruses

The list above is not all inclusive, sys admins have to perform a variety of other job related tasks, and these tasks vary from job to job but are almost always related to the duties that sys admins must perform.  This Unit will provide a brief overview of the tasks described above, a more detailed description is contained in other UNIX/Linux courses (CIS238/DL) designed to specifically address the subject of UNIX/Linux System Administration.

Installing and maintaining the operating system TC "Installing and maintaining the operating system" \f C \l "1" 
Option One, Installing a copy of Linux in a Virtual computer:


The easy way to do an installation for this course is to use Microsoft Virtual PC software.  You must first go to the CIS126BA web site (www.gc.maricopa.edu/business/cis126ba) and download a copy of Microsoft Virtual PC.  You also download the document called InstallationGuideforFedoraCore2.doc on that site.  It is a pictorial of how the installation will proceed if installing in a Microsoft Virtual PC (the same screens appear if installing on a computer).

Unzip the file and place it in a directory (c:\temp for example).  Double-click the setup.exe file and follow the prompts to install the Microsoft Virtual PC trial software on your computer. You must have administrative rights to install software, which is normally the default on your home computer.

After installing VPC, start it up and follow the wizard as it creates a new virtual PC image.  Your computer must be running Windows XP and you should have at least 128 Megabytes of RAM and about 4 gigabytes of free disk space.  The wizard will ask you what operating system you will be installing; there is no Linux option so just select “Other”.  Make sure you select at least 128 MB of RAM for the virtual computer, although it will run on as little as 64 MB or anything in between (78, or 96 MB for example), more is better.  Be sure to also select “Create a new virtual image” unless you have an image already created.


Place Disk 1 of the Fedora Core 2 disk that came with your book into your CDROM drive, you can select “Capture drive” to make sure you boot to the CDROM disk.  This will begin your installation of Fedora Core 2 in the virtual image.  At this point you may want to switch over to the downloaded installation document.  Virtual PC and WMWare are both virtual computer software that allow you to install an operating system on your computer without actually installing it in a way that could harm your existing operating system configuration.  You will be installing the Linux operating system into an image on your hard disk that will not interfere with your existing system, this means that you can start up your virtual computer whenever you want to play with Linux (or any other operating system you choose to).  Unlike bootable CDROMs that boot into Linux (like knoppix) you do not have to reboot your computer to get into Linux, you can even switch over and do other Windows tasks when you want to and then later return to the virtual PC to shut down the Linux system, or just turn it off since you won’t hurt anything.


If you decide later that you want to continue to use the virtual environment to use Linux then you can download WMWare’s VMPlayer, it is free but you can’t install with it.  After installing Linux in Virtual PC from Microsoft you can then start it up from VMPlayer, it is free and doesn’t expire in 45 days like the Microsoft player does.


Here is what your Virtual PC console will look like after your Fedora Core 2 installation.  My image also has another copy of Linux on it plus you may also name your installed version differently than I did.  You use the settings button to change location of your image or else change the amount of RAM or other items.  To start your Linux after installation you select the appropriate OS and then click Start.  You may also set the preferences so that Linux starts automatically when you start Virtual PC.
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This is the preferred way to install a Linux system in this course.  A word of caution.  Virtual PC does not capture normal computer Control Alt Delete keystroke sequences.  When you need to use Control Alt Delete you must use the right Alt key on your keyboard instead of Control Alt, use right Alt Delete to send a Control Alt Delete to your Virtual PC, also use the right Alt key to get your mouse back to your Windows computer.  You may also use the Virtual PC Console, File, Options menu to change from the right Alt key to the left Alt key, which is more natural for me.

Option 2, below, provides guidance on how to install Linux on a working system.  Do not do Option 2 unless you are experienced with OS installations or else don’t care whether or not you trash your existing home computer!  The disclaimer below states that if you mess up your home computer do NOT try to blame anyone but yourself.  
Option Two, Installing a copy of Linux on a working computer:
NOTE:  if you used Option One above this section is for reading only.
DISCLAIMER:
Installation of the Linux OS on a working computer is entirely optional, you will be expected to know and understand parts of the installation process for testing purposes but you do NOT HAVE TO perform an installation unless you are in a classroom environment under supervision of an instructor. The installation of the operating system is a very serious process and is not for the faint of heart.  During an installation you may destroy data or possibly even damage hardware on your computer system, Glendale Community College, nor anyone associated with it, is not responsible for lost data or damaged hardware or any other problem that may occur during an unsupervised installation of any operating system on your computer.  After reading the following overview of a typical installation you may proceed at your own option.  GCC faculty may or may not be available to answer any questions that may arise during an installation so it is advised that you have someone experienced in operating system installation readily available before attempting.  For beginners, it is recommended that you install on a separate computer to prevent loss of existing files and data.

The first step of an installation is acquiring the necessary components.  These include:

Software - (operating system software and applications software) This is normally some version of UNIX or Linux that your organization has selected as being the right one for its needs.  Examples include Red Hat Linux, Debian Linux, Suse Linux, or Sun Solaris UNIX or perhaps HP UNIX.  The text uses Red Hat Fedora Core 2 and the following instructions assume that you will be installing these from those disks.

Hardware - (a computer with a fast processor or multiple processors, random access memory [RAM], disk drives, tape drives for backing up and restoring files, and other peripherals deemed necessary like CD-RW or DVD-RWs, sound cards, network interface cards, etc.)  The hardware components will affect the performance attributes of your system and should be carefully chosen for durability, speed, robustness, and economy.  Generally servers contain large amounts of RAM and SCSI type disk drives.  SCSI drives cost more than standard IDE drives but are usually much faster and can be placed in redundant arrays of inexpensive drives (RAID) configurations for fault tolerance.    Fault tolerance means that there can be a failure of one of the disks and the system will continue to operate until the system can be repaired at a later time.  Finally, the hottest new drives are SATA or serial ATA drives, they have dropped dramatically in price recently and offer a performance enhancement over IDE drives. Your main motherboard in your PC must also be new enough to support SATA drives.
The installation procedure is normally performed by booting to a CDROM disk that has the operating system on it.  If you are upgrading a running system then you normally start the installation from the running system while it is up and running.  If you are doing a “clean” installation then you will want to boot from the CDROM.  Most installation disks begin with a graphical user interface (GUI) similar to the Microsoft Windows® operating system for ease of installation.  This is not always the case so you must be prepared to respond to many questions that will be entered during the installation.  Many install disks have a checklist that must be completed prior to the start of the installation so you can complete it in one sitting.  

Some common information that is necessary when beginning an installation is:

· Architecture (Intel, Mac PowerPC, Alpha, RISC)

· Disk drive information (SCSI, IDE, SATA, size, location [disk 0, disk 1, etc.])

· Monitor information (required if installing the X Windows GUI)

· Mouse information (2 button, 3 button)

· Network information (IP, gateway, DNS and DHCP addresses and subnet mask)

With this information handy you can begin your installation.  You must be aware of the geometry of your hard drives.  You may partition your drives ahead of time or create partitions during the installation process.  Partitioning is risky so you should have some experience with performing these functions or have someone handy that has!  Tools such as fdisk and Disk Druid (Red Hat) are used to create partitions on the hard drives.  The decision to use one large volume or create several smaller ones must be made prior to beginning installation.  The default Linux installation will try to create several smaller partitions, however, you may install all the Linux files in one large 4-5 gigabyte partition and one smaller partition for swap space.  Swap space is used when the memory demands of your system are more than the amount of physical RAM in your system.  Normal swap partitions are twice the size of the amount of RAM that you have.  For example, if you have 512 megabytes of RAM then you would want to make your swap partition at least 1 gigabyte in size.  The size of the necessary swap space does not really have to be twice your RAM size, if you have 512 MB of RAM then you may be able to get away with a smaller swap space since Linux programs usually don’t require a lot of RAM.

If your system already has Windows or another OS installed you may want to resize your partitions to prepare it for the Linux installation.  It is very difficult to resize them without risking the loss of all data on the drives.  Tools such as PowerQuest © Partition Magic or the free FIPS software that comes with many Linux distributions are used to resize partitions but you always run the risk of data loss.  Make sure your system is backed up prior to attempting to resize your disks once an operating system has been installed and data has been added.  You should run a defragmentation utility prior to resizing to make sure all of your data is located on front portion of your disk.  Using either of the above tools (or other commercially available partition sizing tools) create a partition of about 5 gigabytes in size and then a smaller partition for swap space, I made my swap partition only 512 megabytes in size though I have 2048 megabytes (2 GB) of RAM on my computer.  You must remember the location on the disk in order to install the OS in the correct partition.  Hopefully your Windows partition is larger so there will be no accidental mistake when you choose the installation partition.  Red Hat uses a tool called Disk Druid that you can use to select the correct partition.  If you select the wrong partition you will/may overwrite your Windows partition! 

If your system has an additional hard disk drive that is not required by the main operating system and is free of any data, you may install your new Linux OS on that drive, this will prevent any harm to other OSs that may be on your computer.  For example, if you have a Windows system installed on the C: drive and you have an unused D: (or higher) drive that is at least 4-5 GB in size and not needed by the other OS you may install Linux on that drive.  Be sure to create a small partition for swap space (described below).  The installation of Fedora Core 2 that came with the text used 3.3 GB of disk space.
One additional important piece of information that is required concerns your monitor and video card information. You can obtain much of this, and more, from your Windows® environment prior to installation.  Open your Windows machine, then from the Start button select Programs, Accessories, System Tools, System Information.  Then select the Components/video and write down or print out the information.  This is especially critical if you are going to install the X Windows graphical user interface in your Linux system because the installation process will need to know about your monitor and video card.  If you know the brand names of your components and are able to select them from a list provided by the installation process then all is fine.  If not, you will need the information from the System Information of Windows®.  Use of incorrect information may damage your monitor permanently so don’t take any chances here.  The following diagram is a snapshot of the System Information dialogue box from a Windows XP © computer. In this example we are looking at the Display properties to determine the information needed to prepare a monitor running the UNIX/Linux X Windows graphical user interface.  The important information is the Resolution data and the name of the display device and video card information.  It is best to have the original booklet that came with the monitor prior to beginning an installation, if that is not available then information can usually be obtained from the manufacturer’s web site.  If you select the wrong components and your X Windows graphical user interface (GUI) does not work then you may be able to adjust it using the configuration files in the /etc directory, you may need to download a “How to” from RedHat.com.  You will still be able to use the installation in command line mode, which is what you will be using in this course anyway!  The Graphic User Interface or “GUI” is nice for everyday usage but if you are learning Linux then it is best to use the command line interface to try the commands.
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Display System Information dialogue box from a Windows® computer.

A final note on disk drives, UNIX/Linux references to disk drives are listed as hda for disk 0, hdb, for disk 1, and so on.  Many configurations default the CDROM drive to hdc.  Partitions on the disks are numbered; hda1 is the 1st partition on the first (or 0) drive and so on.  An example would be hdb3 is the 3rd partition on the second hard disk.  If you are using small computer system interface, or SCSI, disks then the first letter changes from h to s as in sda1 is the first partition of the first SCSI disk.  NOTE:  some systems assign the first SCSI device to your flash or thumb drive, for example, on my system my thumb drive is called sda1. 
You are now ready to begin the installation.  You may obtain many Linux operating systems free by downloading the ISO images from various locations on the Internet or purchasing CDROMs with the operating systems on them from computer vendors like Fry’s Electronics, Best Buy, CompUSA, or from the Internet vendors.  It may be best to use the 2 CDROM disks that came with your text book, it contains Red Hat Fedora Core 2, as of this writing Fedora Core 5 (FC5) has been released, I have installed it and find it little different from Fedora Core 2 for purposes of this course.  FC5 is said to be more stable than any of the previous releases.

 If you are taking this course in a classroom environment your instructor will assist you in the installation of your operating system.  If you are taking this as an Online or Open Entry course feel free to consult with your instructor prior to beginning your installation.  Red Hat 8 and 9 are available to borrow from the Glendale Community College Library.  You may download the request form from the www.gc.maricopa.edu/business/cis126aa web site.

Complete installation step by step instructions are provided at the following link:

www.gc.maricopa.edu/business/UNIX/Linux_os_install.doc

This file requires Microsoft Word and references and installation of Red Hat Linux 8.0.  The installation of Red Hat 9.0 or Fedora Core 2 is only slightly different from what is described in the file. 

You may also optionally download the 5 CD disk images or a single DVD image for FC5 at the following web site:

ftp://fedora.cat.pdx.edu/linux/core/5/i386/iso/

The images you download will end with the extension “.iso”.  This means that you can burn it to a CDROM if you have a CDROM RW drive in your computer.  You can use any commercial software to “burn an image” to a blank CD-R or CD-RW disk then use the disks to install Linux on any computer.

To begin installation simply boot your computer with the 1st CDROM in the CDROM drive of a computer that can boot to the CDROM drive.  You may have to check settings in the CMOS or BIOS to allow it to do this.  If your system is not capable of booting from the CDROM drive then you can create boot floppy disks from the DOSUTILS directory of the 1st installation CDROM disk.  Once the installation process is started it is simply a matter of following the screen prompts until the installation process is completed, at that time you will be asked to reboot the system and then log in with your root id and password.  If you are dual booting to a Windows and Linux system you may want to select Windows (or DOS as the option calls it!) as the default when asked during the early part of the installation, this way when you turn on your computer it will automatically go into Windows unless you press a key and then select the Linux boot option.  Have fun but be careful!

Monitoring system resources for optimization
Monitoring system resources involves using performance monitoring tools to make sure your system is working in optimal condition.  There are many tools used and are covered in the separate system administration course (CIS238 or CIS238DL).  Some of the tools use the command line (shell prompt) and some use the GUI while many can use either.  Once your system is running try using the top tool to see which processes are using the most system resources.  Using the ps command also will tell you which processes are running and who is running them.  Most of the configuration files that optimize the use of system resources are in the /etc subdirectory on most Linux/UNIX systems and end with the .conf or .cfg extensions.  The are usually editable with any text editor such as vi or emacs.

Adding, deleting, modifying user accounts
There are several scripts that will assist you in this very major set of tasks.  Some are automated tools like adduser and useradd, or addgroup.  These tools were developed years ago by system administrators that were tired to adding users manually.  The main files for users and groups are the passwd file for users and the group file for groups.  Both are located in the /etc directory which is where the majority of the sys admin and configuration files are kept. The contents of the password file are a line, or record, for each user that is arranged as follows:

username:password(x):user number:group number:real name:home directory:shell

The 7 fields make up the information needed for each user, fields are separated by the colon special character.  The username can be no longer than 8 characters and should not contain any special characters.  The password field is usually the letter “x” because the actual password is in a file called shadow located in the /etc directory.  The user number is a unique number for each user.  The system itself uses this number for user identification rather than the userid.  The group number is for the main group that the user belongs to.  Each user can belong to several groups.  Other group membership is listed in the group file in the /etc directory. The real name field contains the information obtained when the finger command is executed, this is also called the finger field.  This is modifiable by the user when running the chfn command.  You may also enter office data such as location and phone number in this field.  The home directory is the location of the users home ($HOME) directory and is where the user is place upon successfully logging in.  The shell, or last, field is the default UNIX/Linux shell (Korn, bash, Bourne, C-shell, etc.) that the user runs when logged in.  The user can switch between shell types once logged on but will always start with the default shell.  This can be changed using the chsh command.  An example line:

johnq:*:588:50:John Q Public:/usr/home/johnq:/bin/bash
Adding, deleting, modifying group accounts
The group file mentioned above has this format:

johnq:*:588:student

Like the passwd file the group file has several fields separated by the colon character.  The first field is the username as before, the second field has the user number so it can be associated with the correct user in the passwd file.  The last field contains the main group that the user is associated with, addition groups can be added to this area to allow the user to be a member of different groups.  Group modifications are usually done manually by editing this file.  Many Linux systems create a new group for each user as users are created, it is not uncommon to see a user named maryb in a group called maryb! New groups are added either by manually editing the group file or by using the groupadd utility.

You may manually add a user by editing the passwd file but you will have to include many steps.  Using the previously mentioned commands (adduser, useradd) or the graphical tool in an X windows GUI is the safest way to add users.  You may experiment with adding users manually once you are familiar with Linux/UNIX or have completed the CIS238 or CIS238DL course.  

Installing and maintaining software applications
On many Linux systems software applications are installed using a package manager similar to the Windows® Install software.  All of the necessary items are all bundled together and install in the correct locations when the install command is executed.  These packages are activated using the rpm utility.  This stands for Red Hat Package Manager but can be used on a few other system besides Red Hat, Mandrake, and Suse all support rpms, for example.  

All systems support the use of tarballs though.  A tar ball is similar to a package but must be installed manually.  A tarball is a file that has a .tar or .tgz extension to it.  It must be untarred, or uncompressed and untarred in the case of .tgz files.  They usually expand into a separate directory that contains a readme and installation files.  Read the readme file for instructions on how to do the installation.  The installation usually involves running an install file, a config file, a make command and usually a cc or gcc command to call up a C compiler (or Gnu C compiler in the case of gcc).  These manual installations rarely go off without a hitch so try to find an rpm package before you attempt a tarball manual installation.  You will learn more about tar balls in the CIS238 or CIS238DL courses.

Naturally, some software applications come on a CDROM and will install semi automatically like Windows® software.  These are the easiest to install.  Before you become too frightened to attempt a software installation you should know that most of the software you will ever need is installed during the initial installation process.  You can select which packages to install at that time.  Once installed, the X Windows GUI also has a mechanism for installing packages from there.  It is all point and click so all you need is the GUI running and a mouse and your installation disks.  You may also be able to download some packages from the Red Hat or other web sites like findrpm.com.

Performing backup and restore operations
Theses tasks are a major function of system administration and possibly grounds for dismissal if you mess them up so proceed with caution!  The main tools for performing these tasks are tar, cpio, and dump.  There are many third party applications available that allow you to do backups and restores using X Windows GUI tools.   

The tar and cpio commands are used to both copy files to another location for backups and also for extracting files from the archive for restoral.  Use of a 3rd party backup tool is highly encouraged for ease of use by system administrators.  Most users are comfortable using either the tar command or cpio command.  Tar was mentioned earlier under software installation. The word tar is short for tape archive, cpio is short for copy input output.  They both support use of a tape drive as well as a file archive on another disk.  Many systems also support a command called dump.  The dump command works similarly to tar and cpio but is usually reserved for system administrator use only.  You may find more about these commands if you use the man command explained in the earlier Linux course.  The man pages are always available for help.

Recovering the system in case of system failure or crash

When a system crashes it is the responsibility of the system administrator to recover the system and get it up and running as soon as possible.  The longer your system is down the longer the rest of the employees sit around and cannot do their work.  


Most system administrators have some policies in place that list the steps involved in recovering their systems.  Normally diagnostic tools are used to try to get the system back up and running.  Use of RAID technology, mentioned earlier, is another technique for preventing system failures.  However, once a system goes down “hard” the sys admin may not have any choice other than rebuilding a new system.  This usually involves:

· Obtain new hardware

· Set up new hardware for an installation (partition drives, etc.)

· Install the OS and all services that need to be running

· Restore data from backup devices

· OR you may be able to restore the entire system from tape or an image created by a third party vendor like Semantic’s Ghost or WinImage.

Securing the system files from unauthorized viewing or copying or modifications

Another major function of the system administrators is to provide proper access to the correct users and deny access to others not authorized to view or copy certain files or directories.  This is normally done by changing the mode assignments of files and directories.  Access control lists, or ACLs, are also used to provide an additional level of granularity to protect the files and folders.


The mode of a file or directory consists of the first 2 through 10 characters of a long listing of a file or directory.  For example, if I were to execute a long listing of a directory using the ls -l command I would see the following sample files:

-rwxr-xr-x    1 raye            student          344 Dec 11  2003   security

-rw-r--r--    1 raye             student           780 Aug  8 11:12    data

-rw-r--r--    1 raye             student          6544 Aug  8 11:30   cookies

-rw-r--r--    1 raye             student          935  Aug  5 16:32    deskmates

drwxrwxrwx 1 raye          student           0 Aug  1 23:54   
favorites

drw-r--r--    1 raye            student           0 Sep 20  2002   
documents


The first character, in the example a dash and a letter d (-,d) represent the file type, a dash is a normal file and a d represents a directory.  The next 9 characters represent the mode of the file and contains the basic permissions for the files and directories.  The small case r stands for “read” permission, which also allows a copy operation.  The small case w stands for “write” permission, which also allows for deleting a file or renaming it as well as modifying the contents of the file.  The small case x stands for execute permission.  In UNIX/Linux a file can be executable simply by setting the x character, provided the file actually contains executable commands.  For example, a file containing the following lines can be marked as executable because it contains valid UNIX and Linux commands:


cd $HOME


ls -l


pwd


Other executable files contain binary characters that execute much like an .exe or .com or .dll file in Windows®.


In UNIX/Linux the owner of a file can set these permissions for themselves, their group, or for other users on the system.  The first 3 mode characters represent the permissions one can set for the owner of the file, the next 3 characters represent the permissions set for their group, and the final 3 characters represent the permissions set for any other people on the system that have read access to the directory containing the file.  
To change the mode one uses the chmod command followed by parameters that are specific to what one needs to change.  The parameters include the permissions for owner (u), group (g), others (o) or all (a) and also the permission type; r for read, w for write, and x for execute.  Here is the command that set the security file in the above listing:

chmod  u+w, a+rx  security

In this example the u (owner) gets write permission while all (a) others get the read and execute permission.  This topic will be revisited in the CIS126CA course where you will learn to write scripts and make them executable.

The ACL allows you to set more detailed permissions to files and directories.  For example, you may want to deny a particular group a certain permission to a certain directory.  With an ACL you can set a particular member of the restricted group access to files within that directory even though they are members of the restricted group.  ACLs will be covered in the Advanced System Administration courses, CIS238/DL.

It is highly recommended that you log onto a Linux system as a normal user without root powers.  This prevents someone from hijacking your session with root powers and possibly damaging your system.  When you need to have root powers to perform some task use the su (substitute user) command to switch to root, when finished performing the tasks then use the exit command to return to your normal user mode.
Other ways to secure a system include installing a firewall to prevent outside users from seeing, copying, or corrupting your files and the use of anti-virus software to prevent malware from affecting your system.

Linux security is a very important topic and is covered in detail in the CIS238US or CIS271 UNIX Security courses.

Summary

System administration can be performed by anyone with root powers.  The root, or sys admin, of a UNIX/Linux system has many and varied responsibilities.  Once a system is up and running the root merely has to maintain the system by keeping it running smoothly, optimally, and securely.  Other tasks not described include setting up a system for Internet or network access but those tasks are not necessarily handled by the system administrator.  Many organizations use special administrators for these tasks such as webmasters. 
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Practice Exercise System Administration Section TC "Practice Exercise System Administration Section" \f C \l "1" 
Even though the work from the following exercises will not be turned in for grading, it is extremely important that you take the time to go through the exercises.  In particu​lar, later exercises will expect you to have created any files or directories which might be created in a practice exercise.  Do not create future problems for yourself by skipping over the practice exercises!

What to Do
1.  Perform the Option One or Option Two installation of Fedora Core 2 disks that came with the text.
2.  Log in to your Linux installation.  Be sure to use the root userid and password you provided during the installation. 
3.  Perform the following commands at a UNIX/Linux terminal.  The $ is your prompt, do not enter the $ sign in your commands or you will get an error.  The # sign is for comments to you from me and will not be typed in.

$ touch  foo  bar

# create some files called foo and bar

$ tar –cf  archive.tar  foo  bar  # Create archive.tar from files foo and bar.

$ tar –tvf  archive.tar         
# List all files in archive.tar verbosely.

$ tar -xf  archive.tar          
# Extract all files from archive.tar.

$ rm archive.tar

# remove the archive file

# now we will compress the archive, the .Z is not required but helpful to remind you that this is a compressed file

$ tar -czf  archive.tar.Z  foo bar  
# Create archive.tar from files foo and bar.

$ tar –tzvf  archive.tar.Z        

# List all files in archive.tar verbosely.

$ tar –xzf  archive.tar.Z          

# Extract all files from archive.tar.

$ rm archive.tar.Z


# remove the files

# same thing using cpio:  (don’t forget the < or >!)
$ ls foo bar | cpio -o > archive  
# Create archive from files foo and bar.

$ cpio -tvf < archive         

# List all files in archive verbosely.

$ cpio -if < archive     

      
# Extract all files from archive.

$ rm archive



# remove the files

4.  Let’s look at the /etc/passwd file discussed above

$ cat  /etc/passwd

# did you see your userid in the file? Scroll until you see it.

Try this command:

$ finger

Did you see your userid and “real name”?

Now try this:

$ chfn

Add your phone number to the finger field while in the chfn command.

Run the finger command again to see the difference.

4.  Change permissions on your new files:

Do an ls –l command, what do you see in the mode section (1st 10 characters)? Now try this command:

$ chmod o+r foo

$ chmod g+r bar

$ chmod g+w foo

$ chmod a+x bar

$ chmod o+r+w foo

Now delete the files you created above:

$ rm foo bar

5.  Try observing use of system resources:

$ top


# you will see the 10 “top” resource intension operations

$ ^c


# this is the Ctrl-c command to stop a running process

$ ps


# this shows what process YOU are running

$ ps aux 

# this shows ALL of the processes currently running on the system

6.  Log off of UNIX by using Ctrl-d or typing the word exit, then press the Enter key.   

Exercise System Administration Section TC "Exercise System Administration Section" \f C \l "1" 
1.
Log in to your Linux installation.  Be sure to use the root userid and password you provided during the installation. 

2.  Open a Terminal window under the Red Hat (Start Menu in Windows lingo), System Tools, Terminal.  

Start a script:   script  yourgnixuserid.sysadmin

Be sure to include your gnix userid in the name of the script file so I will know who it belongs to! 

3.  Perform the following commands at the Linux terminal.  

# touch  foo  bar

Note: create some files called foo and bar

# tar –cf  archive.tar  foo  bar  Note: Create archive.tar from files foo and bar.

# tar –tvf  archive.tar         
Note: List all files in archive.tar verbosely.

# tar -xf  archive.tar          
Note: Extract all files from archive.tar.

# rm archive.tar

Note: remove the archive file

Note: now we will compress the archive, the .Z is not required but helpful to remind you that this is a compressed file

# tar -czf  archive.tar.Z  foo bar  
Note: Create archive.tar from files foo and bar.

# tar –tzvf  archive.tar.Z        

Note: List all files in archive.tar verbosely.

# tar –xzf  archive.tar.Z          

Note: Extract all files from archive.tar.

# rm archive.tar.Z


Note: remove the files

Note: same thing using cpio

# ls foo bar | cpio –o > archive  
Note: Create archive.tar from files foo and bar.

# cpio -tvf <  archive         
Note: List all files in archive.tar verbosely.

# cpio -if  < archive          
Note: Extract all files from archive.tar.

# rm archive


Note: remove the files

4.  Let’s look at the /etc/passwd file discussed above

# cat  /etc/passwd

# finger

# chfn

Add your phone number to the finger field while in the chfn command.

Run the finger command again to see the difference.

4.  Change permissions on your new files:

# ls –l 
# chmod o+r foo

# chmod g+r bar

# chmod g+w foo

# chmod a+x bar

# chmod o+r+w foo

# ls –l
5.  Try observing use of system resources:

# top


Note: you will see the 10 “top” resource intension operations

# ^c


Note: this is the Ctrl-c command to stop a running process

# ps


Note: this shows what processes root is running

# ps aux 

Note: this shows ALL of the processes currently running on the system

# df

# du /dev
# useradd  jjones

# groupadd  workers

# grep jjones /etc/passwd
# grep workers  /etc/group

# exit

Note:  this exit command will stop the script.
6.  Fill out your Grading sheet on the next page and email it to me at my student email account. Or go to (www.gc.maricopa.edu/business/cis126ba) and download the grade sheet, complete it in Word or Wordpad and email it to cesparza@student.gc.maricopa.edu.

  For this exercise you must also send the script file created in the exercise above.  The gnix.gc.maricopa.edu computer will not accept email from outside computers so you must send me the files via secure copy or scp.  If you are not used to using scp then follow the instructions below very carefully.  You will use the scp command again to send screen prints for the chapter 11 exercises that follow.
7. From within your installed Linux system from a terminal window.  Enter the following command to send your screen prints to me.  You will be sending multiple files over the Internet so it may take a few minutes.

scp  yourgnixid.sysadmin  youruserid@gnix.gc.maricopa.edu:~cesparza/cis126ba
Password for yourgnixid:        ( enter your gnix password here, then watch the 

files copy over the Internet to my cis126ba directory on gnix. 

8. The scp command is secure copy, the filename(s) are the files you are sending, the youruserid is the gnix account you have at GCC, the address following the colon (:) is my home directory and includes the cis126ba subdirectory. You have write access to that directory but not read access to see what is in there.  Make sure you have your gnix userid included with every file you sent or else I won’t know who it belongs to!

Grading Sheet – System Administration TC "Grading Sheet – System Administration" \f C \l "1" 
Name: _________________________   UNIX User ID: ____________________

Date:  ________________________
       Score: _______________________

Maximum Points:  45

1. Script file copied to cesparza/cis126ba

5 points
__________

2.  Touch command completed.
      

5 points
__________

3.  tar commands completed.

      

5 points
__________

4.  cpio commands completed.

      

5 points
__________

5.  top command completed.

      

5 points
__________

6.  ps commands completed.

      

5 points
__________

7.  chfn command completed.

      

5 points
__________

8.  user jjones added.


      

5 points
__________

7.  group workers added.

      

5 points
__________

For student's signature:

I have read all material and completed the practice exercise prior to doing this assignment.

________________________________________ 

If emailed then email signature is OK
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Practice Assignment for Chapter 11 TC "Practice Assignment for Chapter 11" \f C \l "1" 
1. After reading the material for chapter 11 go (I hope you took the time to go over the Review questions too!) to page 552 to begin the Hands-on Projects.

2. Do Project 11-1

3. Do project 11-2.
4. Do Project 11-3.  

5. Do Project 11-4.
6. Do Project 11-5.
7. Do Project 11-6.
8. Do Project 11-7.
9. Do Project 11-8.

10. Optional, since you now have a Linux system that you have root access to go back to Projects 8-2 and 8-3 if you have a blank floppy disk and your computer has a floppy disk drive on it (many newer computers do not come with a floppy disk drive).
This page left blank intentionally.

Assignment for Chapter 11 TC "Assignment for Chapter 11" \f C \l "1" 
The following assignment may be successfully done on any GCC networked IBM-compatible PC, or on a PC at home which is dialed into GC and logged into GNIX.
All of the concepts and commands necessary for completing this assignment were cov​ered in the practice material.  Please review the practice exercise if you have difficulty with any of the following steps.
1.  Log onto your Linux system using the root userid and password.  

2.  You must first learn how to do screen prints to do this assignment.  You must complete the tasks from the projects list below, after each project is completed you must do a print screen and save the file to send to me as your assignment.  Screen print files are automatically saved in your home ($HOME, or /root) directory.
4.  Do Project 11-9, after step 5 save a screen print of the Permissions screen before you close the window.  Using a terminal window, go to your home directory and rename the file to yourgnixid.proj11-9.png.  The “yourgnixid” is the user id you use to log onto the GCC gnix.gc.maricopa.edu computer.  You will be sending these files to me and I need to be able to tell which ones are yours and which ones are your fellow students so be sure to rename them before you send them to me.  I will cover how to send them all later.
5.  Do Project 11-10, after step 4 save a screen print of the emacs screen before you close the window.  Using a terminal window, go to your home directory and rename the file to yourgnixid.proj11-10.png.  If you did not install emacs during the installation process then just select another application from the “Show list of known applications”, any from the list will do.
6.  Do Project 11-11, after step 5 save a screen print of the background screen before you close the window.  You  may need to go to /usr/share/backgrounds/tiles to find more backgrounds. Using a terminal window, go to your home directory and rename the file to yourgnixid.proj11-11.png.  

7.  Do Project 11-12, after step 5 save a screen print of the Lock Screen After screen before you close the window.  Using a terminal window, go to your home directory and rename the file to yourgnixid.proj11-12.png.
8.  Do Project 11-14, after step 3 save a screen print of the Log on screen before you close the window, you also do a screen print of the task bar with Lock icon because you may not be able to Print screen a log on screen.  Using a terminal window, go to your home directory and rename the file to yourgnixid.proj11-14.png.

9.  Do Project 11-15, you must first create the phoneadd script.  In your root directory create a file called phoneadd, then use chmod to make it executable, now do Project 11-15.  After step 5 save a screen print of the phoneadd script window (see Figure 11-15 on page 565) screen before you close the window.  Using a terminal window, go to your home directory and rename the file to yourgnixid.proj11-15.png. 

Fill out your Grading sheet on the next page and email it to me at my student email account. Or go to (www.gc.maricopa.edu/business/cis126ba) and download the grade sheet, complete it in Word or Wordpad and email it to cesparza@student.gc.maricopa.edu.
  For this exercise you must also send the print screen files created in the projects above.  The gnix.gc.maricopa.edu computer will not accept email from outside computers so you must send me the files via secure copy or scp.  If you are not used to using scp then follow the instructions below very carefully.  Be sure to place spaces in the command where required and do NOT place spaces where no spaces are necessary.
9. From within your Linux system from a terminal window.  Enter the following command to send your screen prints to me.  You will be sending multiple files over the Internet so it may take a few minutes.

scp   yourgnixid.proj*   youruserid@gnix.gc.maricopa.edu:~cesparza/cis126ba
Password for yourgnixid:        ( enter your gnix password here, then watch the 
files copy over the Internet to my cis126ba directory on gnix. 

10. The scp command is secure copy, the filename(s) are the files you are sending, the youruserid is the gnix account you have at GCC, the address following the colon (:) is my home directory and includes the cis126ba subdirectory. You have write access to that directory but not read access to see what is in there.  Make sure you have your userid included with every file you sent or else I won’t know who it belongs to!

11.   Unfortunately there is no way for you to look into the cis126ba directory but if your scp command works correctly you will be able to watch the progress of the files as they copy over to my directory.  If the file transfer takes less than a second or two then it didn’t work, the screen prints are PNG files so they are large and may take several minutes to transfer.  It the transfer takes several minutes then you can be sure that they were sent over correctly.

Grading Sheet – Chapter 11 TC "Grading Sheet – Chapter 11" \f C \l "1" 
Name: _________________________   UNIX User ID: ____________________

Date:  ________________________
       Score: _______________________

Maximum Points:  35

2. Screen prints copied to cesparza/cis126ba
5 points
__________

2.  Project 11-9 completed.

      

5 points
__________

3.  Project 11-10 completed.

      

5 points
__________

4.  Project 11-11 completed.

      

5 points
__________

5.  Project 11-12 completed.

      

5 points
__________

6.  Project 11-14 completed.

      

5 points
__________

7.  Project 11-15 completed.

      

5 points
__________

For student's signature:

I have read all material and completed the practice exercise prior to doing this assignment.

________________________________________ 

If emailed then email signature is OK
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Evaluation for Unit II TC "Evaluation for Unit II" \f C \l "1" 
Download the Evaluation sheet for Unit II and email it to cesparza@student.gc.maricopa.edu 
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Test  2 TC "Test  2" \f C \l "1"  T "Test  1" \f C \l "1" 
1.
Your tests will be taken using Midas.  

2.
Establish an Internet connection by dialing into your ISP or connecting to your DSL or Cable modem connection.

3.  
Log into Midas using Internet Explorer, Netscape, or other browser.

 
Select your Course, then Exams.

1.  After clicking Exams you will be shown a Validation page where you must enter a validation code, your Midas account user id, and Midas password.
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6.
CAREFULLY enter the password for the Exam you wish to take:

a. For Practice Test 2 use the password:  practice2

      You may take the practice tests as often as you wish.

b. For the Actual Test 2 use the password:  actualtest2

      You may take the actual test only ONCE.

7.  When finished you may go to your Midas Message Cnt and view the results of your tests, you may also verify that your grade for the test was posted (actual tests only are posted)

Congratulations!  You have completed CIS126BA!

NOW enroll for CIS126CA and complete the lessons in the same text!  Fundamental system administration that was introduced to prepares you for CIS238 Advanced UNIX System Administration or CIS238DL Linux System Administration. 
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